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Abstract
Group Internal Audit is the central management instrument in banking groups. Its purpose is to identify weak-
nesses and risks in the operational and strategic areas, especially in banking groups operating across borders, 
analyse problems, develop suggestions for improvements to eliminate these weaknesses and ensure an efficient 
internal control system. In this way, Group Internal Audit supports the monitoring and control tasks of the parent 
company’s management.
 However, it is unclear to what extent the rights of inspection and information of the group’s internal audit de-
partment apply and to what extent subordinate companies of the banking group are required to maintain confi-
dentiality obligations. The following manuscript discusses the relationship between banking supervisory law and 
data protection law.
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I.   Background

The rapid increase in regulatory requirements in Euro-
pean banking supervision law has made internal audit 
( hereinafter › IA ‹ ), more than ever, a third line of defense.2 
In order to ensure a comprehensive control mecha-
nism – also and in particular in banking groups – the 
auditors must have extensive access to all relevant busi-
ness activities and processes.

This is all the more true the more complex the struc-
ture and activities of a banking group are, especially 
among subordinate companies abroad.

In the case of cross-border revisions in particular, 
the IA’s inspection rights could diverge due to differing 
legal situations between the parent company and the 
subsidiary and, among other things, create problems 
for monitoring the consolidation.

The present article concretely addresses the rights 
and obligations of the internal banking group audit 
( hereafter referred to as »  GA « ) and focuses on the in-
spection rights of this organizational unit in the course 
of its cross-border audit activities.

II.   Internal Audit – European legal 
framework

Despite its high practical relevance, the role of IA in the 
prudential supervision requirements at European level 
is mentioned explicitly either not at all ( »  CRD «  3 ) or mar-
ginal in the context of institution-specific calculation 
methods of regulatory standards ( »  CRR «  4 ).5

The European legislator thus assumes ( at least in 
specific cases ) the existence of an IA, without, however, 
determining this function in European law.6

2 See among others Schmidbauer / Ziebermayr in Laurer / M. 
Schütz / Kammel / Ratka ( eds ), Austrian Banking Act / CRR Com-
ment ( 2017 ) art 42 recital 59.

3 Directive 2013 / 36 / EU of the European Parliament and of the 
Council of 26 June 2013 on access to the activity of credit insti-
tutions and the prudential supervision of credit institutions 
and investment firms, amending Directive 2002 / 87 / EC and re-
pealing Directives 2006 / 48 / EC and 2006 / 49 / EC, OJ 2013 L 176 / 
335.

4 Regulation ( EU ) no 575 / 2013 of the European Parliament and 
of the Council of 26 June 2013 on prudential requirements for 
credit institutions and investment firms and amending Regu-
lation ( EU ) no 648 / 2012, OJ 2013 L 176 / 1. »  References « to the IA 
can be found in art 191, 221 para 4 lit h, 225 para 3 lit d, 259 para 
3 lit g, 228, 292 para 1 lit f, 293 para 1 lit h, 321 lit e, 368 para 1 lit 
CRR; in most cases, these references are made in the context of 
internal models.

5 cf Kessler in Dellinger ( ed ), Austrian Banking Act Comment 
( January 2016 ) art 42 recital 13; Schmid-Bauer / Ziebermayr, art 42 
recital 12.

6 As a requirement, only in art 368 para 1 lit d ( nicht e ) CRR the 
sufficient number and the fitness of the auditing staff in con-
nection with the audit of internal models is required; see Mi-

From a systematic point of view, the IA forms part 
of the »  governance arrangements « ( art 74 para 1 CRD  7 ): 
Among other things, such arrangements must include 
adequate internal control mechanisms that take into ac-
count the nature, scale and complexity of the banking 
transactions carried out ( paragraph 2 par cit ).

According to CRD, the internal control mechanisms 
thus represent an umbrella term for the process-depen-
dent internal control system ( ICS ) and the process-in-
dependent IA.8

According to art 109 para 2 CRD ( »  application level « ), 
appropriate internal control mechanisms should also 
be ensured at ( sub- ) consolidated level.9 The obligation 
to set up a GA thus results directly from art 74 para 1 in 
conjunction with 109 para 2 CRD.

III.   Internal audit – Austrian legal 
framework

Pursuant to art 42 para 1 of the Austrian Banking Act, 
credit institutions and financial institutions have an »  in-
ternal audit unit which reports directly to the directors and 
which serves the exclusive purpose of ongoing and compre-
hensive reviews of the legal compliance, appropriateness 
and suitability of the entire undertaking «.

In the Austrian Banking Act, the Austrian legisla-
ture explicitly distinguishes between ICS ( art 39 ) and 
IA ( art 42 ).10 The separation is also clearly evident from 
art 39 para 2 last sentence of the Austrian Banking Act, 
according to which the IA has to check the suitability 
and enforcement of the ICS at least once a year.

Despite this structural separation, the requirement 
to establish an IA can be considered as part of the gen-
eral due diligence obligations under art 39 of the Aus-
trian Banking Act.11

Within groups of credit institutions, the superor-
dinate institution ( IN ) is responsible for fulfilling the 
tasks of the GA pursuant to art 30 para 5 of the Austrian 
Banking Act ( art 42 para 7 ).12

kulik in Laurer / M. Schütz / Kammel / Ratka ( eds ), CRR Comment 
( 2017 ) art 368 CRR recital 2.

7 Emphasis not in the original.
8 cf also EBA, Guidelines on internal governance ( EBA / GL / 2017 / 11 ) 

198.
9 cf also EBA, Guidelines on internal governance ( EBA / GL / 2017 / 11 ) 

199.
10 cf also art 25a para 1 no 3 of the German Banking Act: The norm 

explicitly divides internal control procedures into ICS and, sepa-
rately, IA.

11 Höllerer / Puhm / Stern in Dellinger ( ed ), Austrian Banking Act 
Comment ( 2017 ) art 39 recital 14.

12 The parallel obligation of establishing an ICS and IA also at the 
consolidated level ( art 30 para 7, art 42 para 7 of the Austrian 
Banking Act ) is systematically consistent and, it is – in terms 
of the level of application of art 74 para 1 in conjunction with 
art 109 para 2 CRD – also in conformity with the Directive. The 

Finanzmarktrecht Aufsatz © Jan Sramek Verlag

114 2018 SPWR Nicolas Raschauer • Thomas Stern, Audit rights of the internal bank audit in cross-border situations



In terms of corporate law, art 82 of the Austrian Stock 
Corporation Act and art 22 of the Austrian GmbH-Law 
require the establishment of an internal control system.

However, explicit requirements on setting up an IA 
are not found in company law.13

However, art 92 para 4 no 4 lit b of the Austrian Stock 
Corporation Act requires the supervision of the internal 
audit system by the Audit Committee.

IV.   Audit areas

The range of duties ( audit areas ) of the IA are partly pre-
scribed by law ( art 39 para 2 last sentence, art 42 para 
1 and para 4 of the Austrian Banking Act, art 32 of the 
Austrian Securities Supervision Act 2018 ), but more spe-
cifically by market practices  14 and official expectations  15.

The examination of the legal compliance, appro-
priateness and suitability of the entire company ( art 42 

functional assignment of the tasks of the GA to the subordinate 
CI standardized in art 42 para 7 of the Austrian Banking Act 
should, however, be viewed as quite flexible by the legislature. 
For instance, art 42 para 6 continues to permit the waiving of 
separate organisational unit on a solo basis, if » provided that 
a separate organisational unit for internal audit exists within the 
group [  highlighting by authors ] of credit institutions or the sec-
toral association, of the credit institution group or sector federa-
tion a separate organizational unit for internal audit exists « ( last 
expanded by Austrian Federal Law Gazette I, no 149 / 2017 ); see 
Keinert, organization of the internal audit, in particular pos-
sibilities of their outsourcing according to art 42 para 6 of the 
Austrian Banking Act, ÖBA 2011, 81.

 In contrast to art 42 para 7, art 42 para 6 last subparagraph thus 
seems to assert cases in which the GA may also have a decen-
tralized-functional character ( »  within the group « ). Already the 
explanatory remarks of the government bill to the Austrian 
Federal Law Gazette 1993 / 532, 1130 BlgNo 18th GP 144, justified 
the functional allocation to the subordinate CI exclusively with 
their practicability. In order to resolve this supposed contradic-
tion, it can be assumed that the GA ( in the superordinate CI ) 
may functionally use the IA in the respective ( subordinate ) en-
tities ( as vicarious agents of the GA ), as long as this increases 
the effectiveness and efficiency of the audit activities and nei-
ther leads to self-assessment / internal audit nor to other poten-
tial conflict of interest. cf also Kessler, art 42 recital 122; see also 
Keinert, ÖBA 2011, 81. Especially in more complex structures, 
such as in multi-level CI groups or sector networks, it should 
be fundamentally permissible for subordinate or assigned in-
stitutes to act functionally in relation to other subordinate en-
tities as GA under the above-mentioned conditions. However, 
the responsibility always remains with the superordinate CI.

13 cf Schmidbauer / Ziebermayr, art 42 recial 14.
14 See, for example, BCBS, The Internal Auditing Function in 

Banks ( 2012 ).
15 See FMA Austria, FMA Minimum Standards for Internal Audit-

ing of February 18, 2005 ( FMA-MS-IR ); FMA Austria, FMA Mini-
mum Standards for the Risk Management and Granting of For-
eign Currency Loans and Loans with Repayment Vehicles of 
June 1, 2017 ( FMA-FXTT-MS ) recital 9; FMA Austria, FMA Mini-
mum Standards for the Preparation of an Emergency Concept 
within the meaning of art 30 of the Austrian Investment Fund 
Act ( InvFG ) 2011 and art 39 of the Austrian Banking Act ( Sep-
tember 1, 2011 ) recital 2.

para 1 and para 4 ) and the ICS ( art 39 para 2, art 42 para 4 
no 5 ) includes the revision of all operating and business 
areas and processes of a CI ( including anti-money laun-
dering procedures and ICAAP / ILAAP ), intrabank regu-
lations and work instructions  16 including the auditing 
of accounting, risk assessment and data-processing sys-
tems ( see art 32 of the Austrian Securities Supervision 
Act 2018 ).17

For the GA, art 42 para 7 of the Austrian Banking Act 
does not standardize any explicit audit areas.18 However, 
a purposeful orientation to the obligations under para 
1 par cit seems reasonable to suppose by the law’s man-
date, according to which the IA of the superordinate 
institute has to take over the tasks of the GA, in con-
junction with the relevant explanatory remarks of the 
government bill.

Thus, the purpose of the GA is to perform »  the ongo-
ing and comprehensive reviews of the legal compliance, 
appropriateness and suitability « of the entire CI group 
( art 42 para 1 analogously ).19 In accordance with the ex-
planatory remarks of the government bill of the original 
version of the Austrian Banking Act 1993  20, the GA has in 
particular »  to examine the formal and material regular-
ity of the consolidated accounting, the compliance with 
the regulatory norms of this Federal Law and the advis-
ability of the organizational structure of the Group «.

The phrase »  in particular « clarifies the demonstra-
tive character of this listing and leaves the GA sufficient 
room for interpretation as regards the materiality of 
the audit areas in the light of a risk-based auditing ap-
proach.

In our view, the obligation of the GA for examina-
tion on a ( sub- ) consolidated level ( see art 39 para 2 in 
conjunction with art 42 para 7 of the Austrian Banking 
Act, or art 109 para 2 CRD and art 11 para 1 CRR ) must 
be interpreted broadly in the light of effective and com-
prehensive auditing activities and must not be limited 
just merely to the abstract scope of consolidation ( as 

16 cf FMA Austria, FMA Minimum Standards for Internal Audit 
( FMA-MS-IR ); Siegl, FMA Minimum Standards for Internal 
Audit ( »  FMA-MS-IR « ), ÖBA 2005, 742; Schmidbauer / Ziebermayr, 
art 42 recital 54 f.

17 For details on the obligations in performing the audit see 
Schmidbauer / Ziebermayr, art 42 recital 72 ff; Kessler, art 42 
recital 45 ff; and EBA, Guidelines on internal governance 
( EBA / GL / 2017 / 11 ) recital 201 ff.

18 cf also Siegl, ÖBA 2005, 742. However, a list of the tasks of the 
GA can be found, inter alia, in Kessler, art 42 recital 120.

19 It is also irritating that art 42 para 7 of the Austrian Banking 
Act prominently uses the term »  group «, but the obligation to 
set up a GA addresses the ( potentially narrower ) credit institu-
tions group pursuant to art 30 of the Austrian Banking Act ( see 
art 30 and 59 of the Austrian Banking Act ); See also Schirk / Stern 
in Laurer / M. Schütz / Kammel / Ratka ( eds ), Austrian Banking 
Act / CRR Comment ( 2017 ) art 18 CRR recital 20 f.

20 cf explanatory remarks of the government bill 1130 Austrian 
Federal Law Gazette BlgNo 18. GP 144 ( f.n. 12 ).

© Jan Sramek Verlag Aufsatz Finanzmarktrecht

SPWR 2018 Nicolas Raschauer • Thomas Stern, Audit rights of the internal bank audit in cross-border situations 115



a fiction of a whole organism neutralizing intra-group 
processes ), but should also include, if appropriate, in 
other words taking account of the risk-based approach, 
audits at the solo level in the participations themselves. 
Otherwise, for example, the audit of the IA at the subsid-
iaries by the GA would not be guaranteed and the legal 
obligation for a comprehensive audit would not be ful-
filled. However, the permissibility of such audits ends 
where the subsidiary’s autonomy is disproportionately 
subverted.21

V.   Audit and inspection rights

Audit and inspection rights are not explicitly anchored 
in the Austrian Banking Act neither for the IA nor for the 
GA. However, in return, the relevant legal frameworks of 
the European banking supervision law serve as a tem-
plate for the GA’s rights. According to art 109 para 2 first 
sentence CRD, the institutions must ensure that »  ar-
rangements, processes and mechanisms required by Sec-
tion II [  general principles for internal control mecha-
nisms according to art 74 CRD; note from the authors ] 
are consistent and well-integrated and that any data and 
information relevant to the purpose of supervision can be 
produced. « ( art 109 para 2 first sentence CRD ).

Inversely, art 11 para 1 CRR, with explicit support for 
the internal control mechanisms to be set up by the insti-
tute, also stipulates an obligation for ensuring proper 
processing and forwarding the data necessary for ( pil-
lar I ) consolidation.22 Since GA forms part of the internal 
control mechanisms, it should also be granted access to 
all necessary data.

The obligation to exchange information applies to 
all companies in the scope of consolidation  23, irrespec-
tive of whether they are institutions in accordance with 
art 4 para 1 no 3 CRR in conjunction with art 2 CRD ( see 
art 109 para 2 second sentence CRD ).

Expressly stipulated is the submission requirement 
of all »  data and information relevant to the purpose of 
supervision « at the expense of the subsidiaries ( art 109 
para 2 third sentence CRD ), according to the wording, 
irrespective of whether their seat is located in Austria, 

21 cf Schmidbauer / Ziebermayr, art 42 recital 113. Since K-IR oper-
ates in the interests of the group and is obliged to carry out 
a comprehensive audit, it is to be assumed that K-IR has a ex-
tensive guideline competence vis-à-vis the subordinate IRs ( e.g. 
specification or supplementation of certain audit topics and 
audit methodologies ). To ensure the consistency of the group-
wide auditing activities, the K-IR has also a quality assurance 
function on a regular basis ( e.g. when finalising audit reports ).

22 cf Schirk / Stern in Laurer / M. Schütz / Kammel / Ratka ( eds ), Aus-
trian Banking Act / CRR comment ( 2017 ) art 11 CRR recital 25 ff.

23 cf EBA, Guidelines on internal governance ( EBA / GL / 2017 / 11 ), 
recital 82.

in the EEA or in a third country ( eg Switzerland, Serbia, 
USA, etc ).24

This includes the establishment of an effective re-
porting to ensure the required look-through at consoli-
dated level.25

The norm is addressed to all regulated companies 
included in the scope of consolidation. Similarly, art 11 
para 1 second and third sentences CRR also applies to 
the consolidating institution as well as to the consoli-
dated ( regulated ) companies; they share responsibility 
for ensuring the exchange of information.26

National legislators in the EEA must therefore not 
provide for any national provisions hindering an ob-
ligation to refer under art 109 para 2 third sentence 
CRD or art 11 para 1 CRR ( data ring fencing;  27 see also 
art 124 para 1 CRD ). Argumentum a maiore ad minus fol-
lows that seemingly conflicting national obligations of 
confidentiality to which a subsidiary is subject have to 
be interpreted in conformity with European law so that 
an exchange of information within the banking group 
is principally permissible in order to enable effective 
group management.

Thus, an exchange of information is ensured within 
the EEA in so far as the exchange concerns »  data re-
quired for consolidation « ( art 11 para 1 CRR ) or »  data 
and information relevant to the purpose of supervision « 
( art 109 para 2 first and third sentences CRD ).

The wording of these provisions, in cases of doubt, 
suggests a very broad interpretation of the data con-
cerned, as the aspects of the relevance is addressed both 
internally ( art 11 CRR, »  Prudential Consolidation « ) and 
externally ( art 109 CRD; »  Review Processes « ). Personal 
data ( as a reference ) as well as information covered by 
banking secrecy ( art 38 of the Austrian Banking Act ) are 
included in principle.28

The problem of inapplicability of art 109 para 2 third 
sentence CRD and art 11 para 1 third sentence CRR at the 

24 Nor is it undermined by art 109 para 3 CRD, according to which 
the rules on internal company management and control ( Title 
VII, Chapter 2, Section II, CRD ) do not apply to subsidiaries 
in third countries if the superordinate institution can prove 
the illegality of the application of these requirements in the 
third country ( see EBA, Guidelines on internal governance 
[  EBA / GL / 2017 / 11 ], recital 87 ). The obligation to disclose data 
is based on section V ( art 109 para 2 CRD ), however, and is not 
restricted by art 109 para 3 CRD.

25 cf Schirk / Stern, art 11 recital 8.
26 The competent authority could therefore require both from the 

consolidating institution and from the institution that holds 
the participation directly the establishment of the lawful state 
of affairs under art 70 para 4 no 1 of the Austrian Banking Act. 
The obligation shall only not apply to companies that have 
been removed from the scope of consolidation pursuant to 
art 19 CRR; see Schirk / Stern, art 11 recital 28.

27 National banking secrecy rules should not hinder prudential 
consolidation.

28 cf Schirk / Stern, art 11 recital 27.
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solo level of subsidiaries in third countries is obvious, 
whereby the norm applies directly unilateral to the super-
ordinate institute in the EEA. However, if the superordi-
nate institute cannot guarantee the exchange of informa-
tion, meaning if the GA does not receive all the necessary 
data from the company in the third country, the institute 
violates its obligation under art 39 para 2 in conjunction 
with art 42 para 7 of the Austrian Banking Act at consoli-
dated level ( violation of a pillar II provision ).29

Remarkably, this does not apply to pillar I consoli-
dation, if the institution which is required to consoli-
date has been granted a license in accordance with art 19 
para 2 lit a CRR  30 and thus, the third-country company 
is exempt from its scope of consolidation. Essentially, 
participation in a consolidated company in a third 
country which cannot provide all the relevant data is 
inadmissible. The audit and inspection rights of GA are 
therefore to be fully and comprehensively ensured for 
participations also in third countries.

VI.   Interim summary

To summarize, both European and national legislators 
assume a consistent congruence between the rights and 
obligations of GA. Institutions must thus ensure that GA 
has the necessary audit and inspection rights for each 
audit area.

Within the CI Group, regulations which prevent the 
release of the necessary information to GA are inadmis-
sible and would constitute a breach of the general due 
diligence obligations pursuant to art 39 para 2 and 7 in 
conjunction with art 42 para 7 of the Austrian Banking 
Act at the consolidated level. This applies both within 
the EEA and in participations in third countries.

29 In such a case, ensuring the exchange of information would 
have to be examined basically in advance by the FMA, provided 
that the company in the third country is an CI ( approval ac-
cording to art 21 para 1 no 2 of the Austrian Banking Act ), see 
Stern in Laurer / M. Schütz / Kammel / Ratka ( eds ), Austrian Bank-
ing Act / CRR Comment ( 2017 ) art 19 recital 14.

30 This normative extension of the De-Minimis rule actually 
seems surprising to a prudential regime, but has no relevance 
in practice. cf Stern, art 19 recital 11 ff. The EBA even proposed 
a deletion of lit a in 2014, but so far has been unheard of by the 
European Commission ( also taking into account the propos-
als for CRR II ). cf also EBA, Opinion of the European Banking 
Authority on the application of Articles 108 and 109 of Directive 
2013 / 36 / EU and of Part One, Title II and Article 113( 6 ) and ( 7 ) of 
Regulation ( EU ) No 575 / 2013 ( EBA / Op / 2014 / 11 ) ( 29.  10.  2014 ).

VII.   Group audit and European Data 
Protection Law

A.   General

As shown, the GA should fulfill the following task  31 in 
particular: It is a guarantor of good corporate gover-
nance within the group due to its compulsory structure 
( art 42 para 7 of the Austrian Banking Act ), risk manager 
and preserver of stakeholder interests, in other words of 
the claims of investors, clients, employees and the pub-
lic – that is the role that not only the European legislator, 
supervisory authorities, financial investors, but also the 
public assigns to GA today.

The expectations of a GA are therefore high. Three 
out of four stakeholders believe that corporate scandals 
and economic criminality in recent years have increased 
the pressure on companies

 to set up a GA.32

New legal requirements, stricter liability claims on 
directors ( see, for example, art 65 ff CRD ) and increas-
ingly stricter external supervisory bodies have brought 
the previously outlined task of GA into sharper focus. 
Originally, GA as a mere monitoring body that randomly 
audited business transactions for proper accounting 
treatment, is now seen as a key management tool that 
identifies weaknesses and risks in the operational and 
strategic field – especially in European subsidiaries, that 
analyses problems, that makes suggestions for improve-
ment to eliminate the weak points and that ensures an 
efficient ICS. Thus, the GA supports the monitoring and 
control tasks of the management.

B.   Research question

Now, GAs in banking groups are increasingly confronted 
with the problem that European subsidiaries, but also 
third-party companies, deny the legally intended coop-
eration between parent companies and subsidiaries, for 
example at the level of information exchange  33. The array 
of justifications for the refusal of information exchange or 
cooperation ranges from privacy concerns about the lack 
of extraterritorial validity of the national banking law or 
corporate law to the lack of responsibility of GA for the 
verification of the conduct of the foreign subsidiaries.

Out of the group of »  denials «, the data protection 
law stands out. Is it even permissible within a bank-
ing group for the entity to be inspected ( a subsidiary ) 
to refuse any information to the inspector ( the GA ) on 

31 For this purpose, see Meeuwsen, Setting up an Internal Audit 
using the Example of a GA in Amling / Bantleon ( eds ), Practice 
of Internal Audit ( 2018 ) 177 ff.

32 Meeuwsen ( f.n. 31 ) 177.
33 There is a special form of data transfer ( disclosure ) between 

different group units ( cf art 4 no 2 GDPR ).
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the grounds of data protection concerns, if the initially 
outlined provisions of the European banking supervi-
sion law are left aside ? »  Prima vista «, the legal situation 
seems to be ambiguous, especially with regard to the 
General Data Protection Regulation ( GDPR )  34, which 
has been in force since May 25, 2018.

We are confronted with an obvious conflict of inter-
est – on the one hand is the management of the parent 
company of the banking group together with the GA, 
which is obliged to provide comprehensive due dili-
gence and which has to control the entire group, in-
cluding subordinate subsidiaries ( art 38 and art 42 para 
7 of the Austrian Banking Act, 84 of the Austrian Stock 
Corporation Act etc ) – this requires a comprehensive 
insight into the events in the group and an ongoing 
uninterrupted flow of information between the group 
members.

On the other hand, subordinate CI – also and in 
particular in other European countries or third coun-
tries – are obliged to maintain banking secrecy,35 or 
more generally: to maintain discretion in the interest 
of their clients, creditors, etc, as far as no obligation to 
provide information proceeds the ( obligation of ) con-
fidentiality.36

It has previously been shown that Austrian company 
law does not help in analyzing the relationship between 
GA and its subsidiaries, on the one hand, and directors, 
on the other hand, as far as the determination of frame-
works and barriers of the two-way exchange of informa-
tion is concerned. Although provisions of the type of 
art 247 para 3 of the Austrian Commercial Code ( UGB ) 
or art 30 para 8; art 42 of the Austrian Banking Act are 
characterized by the understanding that there is a prin-
cipal obligation to provide information of the group-af-
filiated subsidiaries ( including those outside the parent 
company’s state of origin ) to the parent institution and 
therefore also to GA. However, the objection of the lack 
of ( local ) validity of the mentioned rules outside the 
parent company’s state of origin is obvious.

Therefore, the national company law cannot solve 
the mentioned cross-border conflict of interest satis-
factorily. From the point of view of data protection law, 
an approach only results from the relevant European 
Union’s primary and secondary law.

34 Regulation ( EU ) 2016 / 679 of the European Parliament and of 
the Council of 27 April 2016 on the protection of natural per-
sons with regard to the processing of personal data and on the 
free movement of such data, and repealing Directive 95 / 46 / EC 
( General Data Protection Regulation ), OJ 2016 L 119 / 1.

35 Exceptions confirm the rule: see, for example, Germany, which 
got rid of banking secrecy by July 23, 2017 ( repeal of art 30a of 
the German Act to Combat Tax Evasion ( dt StUmgBG ) ).

36 cf general provisions of the type of art 6 para 1 DSG ( data se-
crecy ) and art 38 para 1 of the Austrian Banking Act ( banking se-
crecy ) and similar provisions in other EEA and third countries.

C.   Excursus: Problem approximation based on 
supreme court rulings

While relevant, thematic European judicature ( as far as 
can be ascertained ) is lacking, the Constitutional Court 
( VfGH ) has outlined a possible solution in a similar con-
text, based inter alia on art 8 para 1 of the Charter of 
Fundamental Rights of the European Union ( hereinaf-
ter: »  Charter « ), and makes clear statements about the 
relationship between a controller’s right of access ( here: 
the Committee of Inquiry of the National Council ) and 
those to be controlled ( in this case, the duties of presen-
tation of the bodies of the Federation ).

In the Selected Judgements of the Constitutional 
Court ( VfSlg ) 19.973 / 2015, the Constitutional Court sum-
marized: It would not be possible to fulfill the inspec-
tion duties constitutionally conferred by the Committee 
of Inquiry without a comprehensive knowledge of all 
files and documents within the scope of the subject mat-
ter of the investigation.37

In this limited scope of the object of investigation, 
limited by the duties of the Committee of Inquiry, the 
submission of the files and documents requested by the 
Committee of Inquiry would therefore be precluded by 
neither art 1 DSG nor art 8 ECHR and art 8 of the Charter. 
The same must apply all the more to the – constitution-
ally interpreted – basic legal provisions of art 38 para 1 
to 4 of the Austrian Banking Act and art 48a of the Fed-
eral Fiscal Code ( BAO ).

Each institution subject to information must there-
fore present the requested files and documents unblack-
ened ( uncovered ) to the extent of the subject matter of 
the investigation, irrespective of other existing obliga-
tions of confidentiality.38

However, the obligation to provide comprehensive 
information to the body subject to the obligation to 
provide information would not have the power of the 
Committee of Inquiry or its members to publish the in-
formation obtained from the files or documents submit-
ted, not even in the written report referred to in art 51 
of the Rules of Procedure for Parliamentary Investigat-
ing Committees ( RP-IC ). Instead, the Committee of In-
quiry regularly has to balance interests of its reporting 
between private secrecy interests ( cf in this regard, art 1 
DSG, but also art 8 ECHR and art 8 of the Charter ) and 
public interests, which include, among others, the an-
nouncement of the results of the inspection. This bal- 

37 cf also Selected Judgements of the Constitutional Court ( VfSlg ) 
4106 / 1961 in connection with the audit mandate of the Court of 
Auditors.

38 cf Selected Judgements of the Constitutional Court ( VfSlg ) 
17.065 / 2003 and 19.834 / 2013 for procedures under art 126a of 
the Federal Constitutional Law ( B-VG ).
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ance of interests is to be taken into account by the Com-
mittee of Inquiry in all its activities.39

Due to functional comparability, this viewpoint can 
be transferred to the objective constellation.

D.   Primary Law of the European Data Protection – 
art 7, 8 and 52 of the Charter

It should then be discussed whether the European data 
protection law contains specific barriers to a compre-
hensive exchange of information between parent com-
pany / GA and subordinate subsidiaries in a banking 
group.40

The investigation is limited to art 8 in conjunction 
with art 52 para 1 of the Charter; Art 7 of the Charter as 
well as comparable provisions in the ECHR or in the 
national art 1 DSG are not dealt with separately. On the 
one hand, the prevailing opinion  41 is that art 8 of the 
Charter is lex specialis in relation to art 7 of the Charter; 
thus, the ECJ applies primarily to art 8 of the Charter as 
a standard of interpretation in data protection cases.42 
On the other hand, art 7 of the Charter and art 8 ECHR 
as well as art 1 DSG are similar ( apart from the barriers 
that are once more narrowly, once more open ended for-
mulated for intervening in fundamental right ).43

However, while the direct applicability of art 8 of the 
Charter by a parent company of a banking group, as evi-
denced by art 51 para 1 of the Charter  44, is not an option, 
specific requirements can be derived from the national 
legislator from the above-mentioned provisions of art 8, 
art 52 para 1 of the Charter, if the national legislator le-
gally complements the data processing, inter alia, by pri-
vate sources or questions of information transmission.

39 It should not be overlooked that this knowledge was criticized 
in the literature ( cf instead of many B. Raschauer, Federation – 
Administration – Institution, JRP 2017, 110 [  116 f ] ). However, 
the criticism refers less to the interpretation of the Court in 
the above-mentioned finding concerning the obligation to 
provide information by legal entities, but rather on the appar-
ent incorrectly drawn circle of institutions which have a duty 
to submit ( according to art 53 of the Federal Constitutional 
Law ( B-VG ) ) per se ( especially as lent or outsourced legal enti-
ties do not belong to the institutions which have a duty to sub-
mit ( Selected Judgements of the Constitutional Court ( VfSlg ) 
19.903 / 2015 ).

40 cf section VII.E.2 for the local area of application of the Charter.
41 cf, for example, N. Raschauer / Riesz, art 8 recital 5 in Ho-

loubek / Lienbacher ( eds ), Charter ( 2014 ); Kingreen, art 8 recital 
1 in Calliess / Ruffert ( eds ), TEU / TFEU 5 ( 2016 ).

42 See only ECJ 21.  12.  2016, C-203 / 15 and C-698 / 15 ( Tele2 Sverige 
AB ), ECLI:EU:C:2016: 970.

43 cf, for example, Selected Judgements of the Constitutional 
Court ( VfSlg ) 19.892 / 2014; N. Raschauer / Riesz, art 8 recital 6 in 
Holoubek / Lienbacher ( eds ), Charter ( 2014 ).

44 Thereafter, the Charter applies only to the institutions of the 
Union and to those of the Member States in the implementa-
tion and application of Union law, but not ( directly ) inter priva-
tos ( art 51 para 1 of the Charter ).

A ( specific legal ) restriction or further elaboration 
of the fundamental right of data protection laid down 
in art 8 para 1 of the Charter is only permitted in accor-
dance with the general intervention limits pursuant to 
art 52 para 1 of the Charter.45

According to this standard, the restriction ( form-
ing ) of the fundamental right guaranteed by art 8 of the 
Charter is subject to

 ▷ the general formal limitations of art 52 para 1 first 
sentence of the Charter: Any interference with the 
fundamental right of art 8 of the Charter – either by 
national law or by Union legislation ( see art 51 para 
1 of the Charter ) – requires an explicit legal basis  46 
and must not infringe the guarantee of intrinsic na-
ture of art 52 para 1.47 It covers, for example, the le-

45 cf N. Raschauer, the fundamental right to data protection of the 
European Charter of Fundamental Rights and its relationship 
to the ECHR and the national fundamental order in Bammer 
et al ( eds ), FS Machacek / Matscher ( 2008 ) 381 ( 396 f ); continu-
ing with N. Raschauer / Riesz, art 8 recital 21 f in Holoubek / Lien-
bacher ( eds ), Charter ( 2014 ). Article 52 para 2 and 3 of the Char-
ter are not relevant in the present context: First, as is clear from 
art 52 para 2 of the Charter, the rights recognized by the Char-
ter – consequentially also the fundamental right to data protec-
tion, if and insofar as it is provided for by the EU treaties, that 
is to say regulated in primary law – takes place within the con-
ditions and limits laid down therein. This does not help in the 
context of interest here, as no explicit limits are formulated in 
the Union Treaties, see art 39 TEU and art 16 TFEU. This leads 
to only one conclusion, namely that art 52 para 2 of the Charter 
is not applicable in this case.

 Furthermore, art 52 para 3 of the Charter shall not be consid-
ered either. This can be explained by the fact that art 8 ECHR 
does not contain any explicit data protection-specific regula-
tions. Rather, art 8 of the Charter – thus also the Explanatory 
Notes on the Charter – shall be qualified as an independent 
fundamental right, which means that art 8 of the Charter is not 
an »  ECHR accessory fundamental right « and consequently the 
ECHR’s barriers to art 8 of the Charter are not applicable. It can 
therefore be concluded that in the absence of applicability of 
para 2 and 3, the general intervention clause laid down in art 52 
para 1 shall apply to the assessment of an encroachments on 
the fundamental right to data protection evaluation pursuant 
to art 8 of the Charter; cf N. Raschauer / Riesz, art 8 recital 14 in 
Holoubek / Lienbacher ( eds ), Charter ( 2014 ).

46 This legal reservation is to be interpreted broadly. What is ulti-
mately considered a »  legal basis « does not follow from the Char-
ter. It will therefore be necessary to differentiate between Union 
and Member State measures. In the case of doubt, one of the le-
gal principle of art 288 TFEU will be used at Union level, as far as 
an encroachment on the fundamental right of data protection 
is to take place. At Member State level, then, national constitu-
tional principles will prevail. In this context, it should be noted 
that the Member States / the Union must detail all measures au-
thorizing encroachments on the fundamental right ( therefore a 
high degree of determination is required; rather than many, see, 
for example, ECtHR 1.  7.  2008, Liberty, appl 58243 / 00 ).

47 cf the explanatory remarks on art 52 of the Charter based on 
the ECJ 13.  4.  2000, C-292 / 97, Karlsson recital 45. What could be 
the intrinsic nature of art 8 can only be determined in a spe-
cific case by considering the options. It should be noted at this 
point that encroachments that equal the »  abolition « of the fun-
damental right are in any case inadmissible. See, for example, 
Öhlinger / Eberhard, Constitutional Law ( 2016 ) recital 713.
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gal transfer of the authorization to process personal 
data to a private entity such as a GA.

 ▷ the specific material limitations of art 52 para 1 in 
conjunction with art 8 para 2 of the Charter: Any 
interference, including the transfer of the power to 
process personal data to a private entity ( such as 
the GA ), must comply with the principle of propor-
tionality, which means that the interference is in 
the public interest, appropriate to achieve the ob-
jective and necessary  48 and ultimately, appropri-
ately done  49. However, a corresponding expression 
of this principle must be directly contained in art 8 
para 2.

In other words, an exchange of information within the 
banking group or the processing of personal data by the 
GA by means of concrete statutory authorization within 
the meaning of art 8 of the Charter is permitted, if the 
aforementioned conditions are met on a case-by-case 
basis.

If the GA does not have a concrete statutory authori-
zation to process data, but only a general allocation of 
tasks pursuant to art 42 of the Austrian Banking Act,50 an 
exchange of information or data processing in the bank-
ing group is permitted, if  51

 ▷ it is done  52 in good faith  53, that is, for a legitimate 
purpose  54 ( on the performance of the task assigned 
according to art 8 para 2 first sentence first alterna-
tive of the Charter ); the subject-matter of the collec-
tion of personal data must be determinable in this 
context ( the objective of collecting and processing 
the data must be as precise as possible ); and

48 For the interpretation of the concept of necessity from the per-
spective of the law of the Union, cf, for example, ECJ 14.  12.  2008, 
C-524 / 06, Huber, ECLI:EU:C:2008: 724, recital 52, 58 f.

49 An encroachment is necessary if it is to pursue an EU objective 
that is genuinely in the public interest, or to protect the indi-
vidual rights of third parties ( such as life or health ). cf Kingreen, 
art 52 recital 67, in Calliess / Ruffert ( eds ), TEU / TFEU 5 ( 2016 ).

50 From the point of view of the GA, for instance, to check com-
pliance with the Financial Markets Anti-Money Laundering Act 
( FM-GwG ) ( MLA ) in the banking group ( art 42 para 4 no 3 of the 
Austrian Banking Act ).

51 cf N. Raschauer / Riesz, art 8 recital 14 in Holoubek / Lienbacher 
( eds ), Charter ( 2014 ).

52 The purpose of the data collection or the processing must be 
established even before the collection itself. A subsequent 
change is only permissible, if it is compatible with the original 
purpose ( N. Raschauer / Riesz, art 8 recital. 14 in Holoubek / Lien-
bacher [  eds ], Charter ( 2014 ).

53 This requirement for the admissibility creates a catch-all clause 
in order to be able to qualify processing data as unlawful even 
in the absence of a corresponding statutory provision; cf N. 
Raschauer / Riesz, art 8, recital 14 in Holoubek / Lienbacher ( eds ), 
Charter ( 2014 ).

54 In this respect, the access to personal data and their process-
ing radius is limited and their period of use determined; cf N. 
Raschauer / Riesz, art 8, recital 14 in Holoubek / Lienbacher ( eds ), 
Charter ( 2014 ).

 ▷ the party concerned, whose data is processed, ex-
pressly agrees  55 with the data processing in the 
knowledge of the state of the data processing ( art 8 
para 2 first sentence second alternative of the Char-
ter ); this consent may be granted only for the spe-
cific case and not on a flat-rate basis, furthermore it 
can only be granted for a specific purpose and does 
not cover future changes of the purpose.

Should the person whose data is being processed refuse 
to consent to processing – that is, among others, intra-
group exchange of information – data processing is also 
permitted if, on the one hand, this is – in the concerned 
case – necessary in order to fulfill the task and, on the 
other hand, to fulfill certain legitimate interests.

This last ( third ) alternative is not expressly provided 
for in art 8 para 2 of the Charter,56 but could be covered 
in the last alternative of art 8 para 2 ( »  or some other le-
gitimate basis laid down by law  57 « ).58

Consequently, if none of these conditions at the 
time of data processing are met, there is a breach of the 
fundamental right under art 8 of the Charter. Even the 
mere unlawful communication of personal data in the 
banking group can be considered as such an infringe-
ment. It is irrelevant whether the processing also leads 
to the detriment of the persons concerned  59 or whether 
the information is to be regarded as sensitive  60.

It is a consequence of the above that art 8 para 2 of 
the Charter itself formulates specific ( directly appli-
cable ) barriers ( throughout the EEA ) to the statutory 
fleshing out of the information exchange in the bank-
ing group between subordinate subsidiaries and GA. 
Therefore, if in the case that there is no consent of the 
party concerned for data processing, another generally 
held statutory task – such as art 42 of the Austrian Bank-
ing Act – may empower or require the GA or art 39 of the 

55 The consent exists basically by a non-verbal conduct within the 
meaning of art 863 of the Austrian Civil Code ( ABGB ), which 
can be granted also implicit. However, mere silence does not 
imply consent.

56 The wording of paragraph 2 is ( obviously ) deliberately drafted 
in an open way. It could be considered whether this should also 
enable a weighing of benefits in inter privatos relationships ( eg 
current address of a debtor, credit information ).

57 Here, this alternative is understood as a »  general « statutory 
authorization, as the Charter refers, for example, to statutory 
tasks assignments in other laws.

58 It is to be assumed that art 8 para 2 of the Charter did not want 
to restrict the data processing authorization of the former 
Data Protection Directive 95 / 46 / EC, which refers to the phrase 
»  some other legitimate basis laid down by law «. These indefi-
nite definitions of norms are more likely to be aimed at other 
cases of data processing not explicitly covered by art 8 para 2 
of the Charter, provided that they have at least a legal basis and 
comply with the other requirements of art 8 para 2 of the Char-
ter. Consequently, this permission shall be interpreted broadly.

59 ECJ 20.  5.  2003, C-465 / 00, ORF, ECLI:EU:C:2003: 294 recital 74 f.
60 Or in the words of the GDPR: particularly worthy of protection 

( art 9 GDPR ).
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Austrian Banking Act the management to obtain, review 
and process all relevant information including personal 
data in the interest of an effective group management.

The above-mentioned prudential authorization stan-
dards of the Austrian Banking Act thus legitimize the 
processing of personal data in the sense of the above. 
The decision as to what is required in this context, that 
is to say which data is to be processed, is made by the GA 
or the management, but not by any other group entity 
subject to the information obligation.61

In principal, entities subject to this information ob-
ligation in the banking group could therefore not rely on 
seemingly conflicting confidentiality provisions such as 
the national banking secrecy and the like. As has been 
shown, the latter provisions must be interpreted – in 
conformity with European and Constitution Law  62 – in 
such a way that they do not preclude an exchange of in-
formation in the interests of effective, cross-border group 
management.

E.   Secondary Law of the European Data Protection

No other assessment can be made if one considers the 
GDPR which has been in force since May 25, 2018.

Art 6 para 1 GDPR, under the heading »  Legality of 
processing «, states that the processing of personal data 
by responsible persons or processors is only lawful on 
a case-by-case basis, if at least one of the following con-
ditions is met:

a. the party concerned has given his consent to the pro-
cessing of the personal data concerning himself for 
one or more specific purposes;

b. the processing is necessary for the performance of 
a contract to which the person concerned is a party, 
or for the performance of pre-contractual measures 
which are carried out at the request of the person 
concerned;

c. the processing is necessary to fulfill a legal obliga-
tion to which the responsible person is subject;

d. the processing is necessary to protect the vital in-
terests of the person concerned or any other natural 
person;

e. the processing is necessary for the performance of 
a task in the public interest or in the exercise of of-
ficial authority delegated to the responsible person;

f. the processing is necessary to protect the legitimate 
interests of the responsible person  63 or a third party, 

61 cf once again Selected Judgements of the Constitutional Court 
( VfSlg ) 19.973 / 2015.

62 cf Selected Judgements of the Constitutional Court ( VfSlg ) 
19.632 / 2012.

63 cf in detail, art 29 Working Party, Opinion 06 / 2014, 844 / 14 / EN 
( to the Directive 95 / 46 / EC ).

unless the interests or fundamental rights and free-
doms of the person concerned, who requires per-
sonal data protection, prevail, especially if the per-
son concerned is a child.64

In that regard, art 6 para 3 GDPR states that the legal 
basis for data processing, which is based on art 6 para 1 
lit c and e, should be established by Union or national 
law to which the responsible person  65 is subject.

It is also necessary that the purpose of the process-
ing should be laid down  66 in this legal basis.

In addition, art 6 para 3 GDPR provides that the 
Union or the law of the Member State which legitimates 
data processing must pursue a public interest objective 
and must be proportionate to the legitimate purpose 
pursued.

Art 6 para 1 lit c and f GDPR ( argumentum »  For the 
protection of legitimate interests «; »  performance of 
a task … « ) stands out of the group of previously listed 
facts which could legitimize an exchange of information 
in the banking group and the processing of personal 
data by the GA on a case-by-case basis.

1.   In particular: Art 6 para 1 lit c and f GDPR as  
the legal basis for the exchange of information  
in the banking group

In principle, data processing and the associated ex-
change of information in the banking group are per-
missible according to art 6 para 1 lit c GDPR if the per-
son responsible ( here: the parent company of a banking 
group ) is subject to a legal obligation in the kind of 
art 42 para 4 no 3 of the Austrian Banking Act ( Verifi-
cation of Compliance with the Financial Markets Anti-
Money Laundering Act ( FM-GwG ) ) and the data process-
ing is required in this context – here: keyword effective 
group management.67

However, what has to be regarded as a legitimate in-
terest when referring to art 6 para 1 lit f GDPR is not ex-
pressly determined by that provision. The term is clearly 
wider than that of »  vital interest « within the meaning of 
art 1 para 1 lit d. All in all, there is strong evidence that the 
»  legitimate interest «, as set out in art 6 para 1 lit f GDPR, 
is any ( legitimate, recognizable ) intrinstic, economic or 
legal interest of the responsible person or a third party.68

64 Lit f shall not apply to the processing carried out by public au-
thorities in the performance of their duties.

65 In our case, the person responsible within the meaning of art 4 
no 7 GDPR is the parent company.

66 The purpose of the data processing does not have to be men-
tioned explicitly in the text, but may also arise due to the inter-
pretation of the norm in individual cases ( Reimer, art 6 recital 
24 in Sydow ( ed), GDPR [  2017 ] ).

67 Reimer, art 6 recital 22 in Sydow ( ed), GDPR ( 2017 ).
68 Reimer, art 6 recital 54 in Sydow ( ed), GDPR ( 2017 ).
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Therefore, for example, the obligation of the parent 
company ( its management ) or GA pursuant to art 42 of 
the Austrian Banking Act is to investigate or to solve sus-
pected cases or to counteract them in a preventive man-
ner, that could justify the processing of personal data or 
the intra-group exchange of information.69

2.   Relevance of European data protection law  
in third countries

As explained earlier in section 5, it was stated that all 
regulated companies in the scope of consolidation, in 
other words all subordinate subsidiaries of the bank-
ing group, irrespective of their place of residence, are 
the addressee of the information and disclosure rights 
conferred on to GA. It could be argued that European 
data protection law is not relevant in third countries ( eg 
Switzerland, USA, Serbia etc ) and that subsidiaries from 
third countries are not subject to the obligation to in-
form their European parent company.70

As far as the Charter is concerned, this objection is, 
at least prima vista, not unjustified. It follows from art 51 
para 1 of the Charter that the Charter is not applicable 
in third countries. However, nothing can be gained from 
this provision in order to resolve the issue of the terri-
torial scope of the European data protection law or the 
subsidiary’s obligation to provide information, since 
the Charter inter privatos is not directly applicable and 
art 8; 52 para 1 of the Charter only contains require-
ments for the forming of the fundamental right to data 
protection by bodies of the European Union and the 
Member States. According to art 52 para 1 of the Char-
ter, however, it remains questionable how legal specifi-
cations which are laid down in art 8 of the Charter and 
which authorize the GA to exchange information and to 
process personal data also with regard to subsidiaries 
in third countries ( cf, for example, art 109 CRD; art 42 of 
the Austrian Banking Act ) are to be seen.

Art 3 para 2 GDPR brings some light into the dark-
ness. According to this provision, the GDPR is also ap-
plicable in those third countries in which subordinate 
subsidiaries of a banking group are located: This ap-
plies on condition that the subsidiaries process data 
from bank clients who are in the European Union, and 
that they have offered their clients services, for example, 
or have observed and evaluated their behavior.

If the GDPR is also applicable from the perspective 
of the third-country subsidiary, the transmission of in-
formation to the parent company in accordance with 

69 Reimer, art 6 recital 57 in Sydow ( ed),  GDPR ( 2017 ).
70 Art 45 ff GDPR are not discussed in detail here, since they regu-

late the transfer of data from the EU to third countries, but not 
the transfer of data from third countries to the EU.

art 6 para 1 GDPR cannot be refused on the ground of 
the lack of application of the GDPR or on the ground of 
the obligation to secrecy.

However, if one reaches the interpretation on a case-
by-case basis that the GDPR is not applicable in the third 
country, because it is of the scope of art 3 para 2 GDPR, 
the problem cannot be resolved, at least at the level of 
existing European data protection law: The GDPR is not 
applicable in the third country. However, from a teleo-
logical point of view, this objection ( hence the appeal 
of the third-country society to the lack of application 
of the GDPR in the third country ) is wrong. The third-
state subsidiary cannot simply overplay its obligations 
under company and banking supervision law towards 
its European parent company and its direct link to Euro-
pean data protection law or the GDPR; such an approach 
would be clearly unlawful or legally abusive.

Therefore, in order to solve this problem – the GDPR 
and specifically European secondary law applies directly 
on one side only to the superordinate parent company in 
the EEA – it is necessary to refer to section 5 and the re-
quirements of European banking supervision law. Since, 
as has been shown, the European parent company is 
obliged to any other sanction to ensure the exchange of 
information in the banking group and also to enforce 
it against non-European subsidiaries ( see, for example, 
art 70 of the Austrian Banking Act ), the third-party sub-
sidiary is not entitled to invoke the lack of applicability 
of European data protection law in the third state in the 
interests of effective group management or the ability to 
function in prudential consolidation. Such an objection 
would clearly be unlawful in individual cases and should 
be rejected, especially since the European parent com-
pany is subject to the obligations of the European bank-
ing supervision law; the public interest in the effective 
management of the banking group, its ability to func-
tion as well as the effectiveness of the supervisory con-
solidation must, as a result, be subject to data protection 
concerns of the subsidiary. This therefore leads to the 
assessment that a third-party subsidiary must also be 
bound to the requirements of European data protection 
law at least indirectly, because only in this way an intra-
company exchange of information could be guaranteed.

However, if the subsidiary continues to refuse to co-
operate, the European parent company will only have 
the option to review the closing of the third-country-
participation in order to avoid penalties by the national 
Financial Market Supervisory Authority.

F.   Second interim summary

Looking at the legal bases of the Austrian Banking Act 
and the CRD / CRR quoted above, the purpose of the pro-
visions – effective and comprehensive group manage-
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ment – is clear. The management of the parent company 
of the banking group has to use, inter alia, GA for this 
purpose. This instance can fulfill its task ( see above II, 
VII.A.) only if it has broad access to all relevant infor-
mation in the context of the principle of proportional-
ity ( as it is also the case in art 5 para 1 GDPR ) and if it 
decides on its own which information is to be provided 
and which personal data is to be processed.

Vice versa, all subordinate group units ( including 
third countries ) are therefore required to cooperate 
fully with the parent company management and GA. 
They must submit the requested information in an ed-
itable format within a reasonable period. Therefore, an 
exchange of information may not be stopped at an in-
ternal border in the sense of effective corporate control.

In the sense of the Selected Judgements of the Con-
stitutional Court ( VfSlg ) 19.973 / 2015, apparently conflict-
ing national confidentiality obligations ( related to the 
legal systems of subordinate group units, such as bank 
secrecy ) to which a subordinate unit is subject must be 
interpreted in conformity with European and consti-
tutional law in such a way that an exchange of infor-
mation or data processing takes place to / by the parent 
company or the GA.

A contrary interpretation to the effect that the confi-
dentiality obligations of the subordinate group entities 
would proceed with the exchange of information fails 
to recognize the fact that confidentiality obligations 
are not guaranteed without its limits. It is therefore not 
surprising that the Selected Judgements of the Consti-
tutional Court ( VfSlg ) gave priority to the information 
interest and the audit of the National Council’s Com-
mittee of Inquiry in a comparable context. Transferred 
to this case: Confidentiality obligations of subordinate 
group units therefore have to withdraw in the interests 
of an effective group management.

This »  distribution of roles « is based on a ( perma-
nent ) reconciliation of interests as the Selected Judge-
ments of the Constitutional Court ( VfSlg ) has recog-
nized in its result. For statutory controls ( within the 
meaning of art 42 para 4 of the Austrian Banking Act ) 
to work, the task of balancing interests – which infor-
mation is relevant to the investigation and are therefore 
requested; which data are to be processed in the inter-
ests of an effective group management – is settled by the 
controller, but not by the group units to be controlled.

If one were to structure the mentioned distribu-
tion of roles differently and put the case for the primate 
of the confidentiality obligations of the subordinate 
group companies, any required prudential group con-
trol would fail. Such an outcome of the interpretation 
is not convincing.

This is not to say that the confidentiality obliga-
tions to which subordinate group entities are subject 

are »  worthless « or »  devoid of meaning » . However, ac-
cording to the opinion of the management of the parent 
company or the GA, the parent company or the GA is 
responsible for »  incidentally considering « or protecting 
the confidentiality obligations and, for example, pro-
cessing only those personal data which are absolutely 
necessary for the fulfillment of the statutory controls.

VIII.   Summary

The GA is the central management tool in banking 
groups. It should – especially in cross-border bank-
ing groups – identify weaknesses and risks in the op-
erational and strategic field, analyze problems, recom-
mend improvements to combat the vulnerabilities and 
ensure efficient ICS. Thus, the GA supports the moni-
toring and control tasks of the parent company’s man-
agement.

In order for the GA to be able to fulfill its tasks en-
visaged, subordinate group companies of the GA have 
to provide the necessary documents and information 
upon request. Confidentiality obligations to which the 
companies are subject take second place to the right 
of information of the GA due to the existing legislation 
( CRD, CRR, art 42 of the Austrian Banking Act, art 6 para 
1 lit c and f GDPR, art 7, art 8 para 2 and art 52 para 1 of 
the Charter ).
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